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Proj ect Description

A side-channel attack can infer the secret key on a device (e.g., a

m crocontroller, a secure chip on a credit card, or an |oT device) by

anal yzi ng power consunption when the device runs encryption algorithns, such
as Advanced Standard Encryption (AES). It is one of the primary threats to
the security of enbedded systens. Wile counterneasures (e.g., random del ays,
hi di ng, and maski ng) have been proposed to defend agai nst traditional side-
channel attacks, recent deep-Iearning-based side-channel attacks can def eat
t hese existing counterneasures. Despite the promsing results reported in
recent studi es, deep-I|earning-based side-channel attacks are not robust as
they are sensitive to discrepancy between training data and test data. For

i nstance, a deep neural network trained with data coll ected from one

m crocontroller (e.g., 8-bit XMEGA) may not derive high accuracy over data
collected fromanother mcrocontroller (e.g., 8-bit XMEGA) due to minute
changes i n power measurenents.

This project ains to enhance the robustness of deep-Iearning-based side
channel attacks. The students in this project will have the opportunities to
(1) Study research papers related to deep-| earning-based side-channe
attacks; (2) Explore new architectures of neural networks that can be nore
robust in side-channel attacks; (3) Examine different target devices,

i ncluding mcrocontrollers and FPGAs; (3) Learn cybersecurity and nachine

| earni ng knowl edge and skills related to this project; (4) Have access to GPU
machines in Dr. Wang’s lab for training neural networks; (5) Have access to
data coll ection platform (Chi pwhi sperer) and correspondi ng mnicrocontrollers
in Dr. Wang's lab to collect power and EM (el ectromagnetic) traces of AES
encryption for analysis. This opportunity is open to students in Electrical
Engi neeri ng, Conputer Engineering, Conputer Science, or Cybersecurity

Engi neeri ng.
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